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Multi-authority attribute-based encryption scheme
with policy dynamic updating
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Abstract: Attribute-based encryption (ABE) is a new cryptographic technique which guarantees fine-grained access con-
trol of outsourced encrypted data in the cloud environment. However, a key limitation remains, namely policy updating.
Thus, a multi-authority attribute-based encryption scheme with policy dynamic updating was proposed. In the scheme, an
anonymous key issuing protocol was introduced to protect users’ privacy and resist collusion attack of attribute authority.
The scheme with dynamic policy updating technique was secure against chosen plaintext attack under the standard model
and can support any types of policy updating. Compared to the existing related schemes, the size of ciphertext and users’
secret key is reduced and can significantly reduce the computation and communication costs of updating ciphertext. It is
more effective in the practical application.
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